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Phishing

A Ponarejengrijavna stran
A Napadalec pridobiva podatke za prijavo
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A Kjer se uporablja SSL/Ta&entikacija

A2S 2S (1f2dz6 ¢ LINPINI YaiA
do njih nadzira OS

A OS je ranljiv §
AYN) 2l 2S Y20yl = (ftedzwm 20

A http://www.trapkit.de/research/sslkeyfinder/keyfinder
v1.0 20060205.pdf

A Druge variante z naivnimi uporabniki, nevestnimi
aSNIDAASNBA NYGdzyl f YAl 203
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http://www.trapkit.de/research/sslkeyfinder/keyfinder_v1.0_20060205.pdf
http://www.trapkit.de/research/sslkeyfinder/keyfinder_v1.0_20060205.pdf

Kraja/prestrezanje gesel

(_: keylogger - Iskanje Google - Windows Internet Explorer

= \

& _'_I' I-'I google.com v |2 % .."I keylogger e
Fle Edit View Favorites Tools Help

L Favorites | 5.® 3 Predlagana mesta ¥ & | Get More Add-ons

B 5 mm - Page~ Safety~ Toos~ @~ @l 6§ B
Splet Slike Zemljevidi Prevajalnik Spletni dnevniki Imenik Gmail ved v Spletna zgodovina | Nastavitve iskanja | Prijava | #

GOl_ )8[@ keylogger Napredno iskanje

@ Spletno iskanje © Omejeno iskanje (slovenséina)

Splet ®Pokazi moznosti ... Zadetki 1-10 od priblizno 5.990.000 za keylogger. (0,23 sekunde)

Keylogger - Actual Spy Software, logs all keystrokes. Keylogger ... - [ Prevedi to stran ]
Actual Spy Software is a keylogger that allows you to keep track of what is happening on

your computer. Key logger runs hidden in the background, ...

Download - Buynow - Help - Screenshots

www.actualspy.com/ - Posnetek - Podobno

REFOG Keylogger Software. Download Free Invisible Keylogger Now ... - [ Prevedi to stran ]
REFOG Keylogger software logs and monitors all activities on the computer where it is

installed. Safeguard kids, catch cheating spouses and improve employee ...

Download - Keeps track of all typed or ... - Online Help

www.refog.com/ - Posnetek - Podobno

Keystroke logging - Wikipedia, the free encyclopedia - [ Prevedi to stran ]

A keylogger using this method can act as a keyboard driver for example, ... The operating
system notifies the keylogger each time a key is pressed and the ...
en.wikipedia.org/wiki/Keystroke_logging - pred 8 urami - Posnetek - Podobno

Keylogger Comparison - [ Prevedi to stran |
S 4

€ Internet 3 7| ®100% ~
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MITM

A Sedi med uporabnikom in banko
Awl T EtAG6YA GNATA 1112 I
uporabnika

I http://www.blackhat.com/presentations/bhdc-
09/Marlinspike/BlackHaDGO09-Marlinspike
DefeatingSSL.pdf

i 2009cOS OGSt A12 N)YyfteA@2ai
obravnavo znakax00 v DN polju certifikata
Awww.banka.conmk>www.banka.corix00.banda.com
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http://www.banka.com/
http://www.banka.com/x00.banda.com
http://www.banka.com/x00.banda.com
http://www.banka.com/x00.banda.com
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MITM SSL/TLS renegotiation bug

AN v f 8)\@3’\ a 2 ,TAf,I- a U A é[32,
{{[kKe¢[{ | I KUS@OGA VI LINI O
A morda v povezavi gessiorfixation ranljivostmi
i6S dzalJS VYyI LI RIFHft SO @ LINIIA
sessiorcookie

A http://www.phonefactor.com/sslgap/ssils-
authenticationpatches

A protokol je uradno popravljen (7. januar)
AaSRI 2 a2 yI ONRIA 2R2S
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http://www.phonefactor.com/sslgap/ssl-tls-authentication-patches
http://www.phonefactor.com/sslgap/ssl-tls-authentication-patches
http://www.phonefactor.com/sslgap/ssl-tls-authentication-patches
http://www.phonefactor.com/sslgap/ssl-tls-authentication-patches
http://www.phonefactor.com/sslgap/ssl-tls-authentication-patches
http://www.phonefactor.com/sslgap/ssl-tls-authentication-patches
http://www.phonefactor.com/sslgap/ssl-tls-authentication-patches

MITB

A{S 1TR2 a4LI2YVYA LINAYSNI
AMana S VI @St kthé middlsirRey 2 |
presede v brskalnik
i{{[ ke[ { YA ©OSE6 LINRoOfSY
iY20Y Ll Yl yALdzZ | OA_2F Ay
v obe smeri
I tipkanje,screenshoti

E ;j (C) HERMES SoftLab 2010



ZEUS

A Trojanski konj: kit komplet + storitev podpore za okrog
500¢€

A ZanimivostEndUserLicenseAgreement

At NBAUNBT FyaS (AL 20yAOS
At 2001 NBllyeS LINA]IFIT I & NBI
A UporabaJabberM za posredovanje podatkov

A' aLISOYA yILIRA yI Syl N O

A http://www.rsa.com/blog/blog_entry.aspx?id=1515
A https://zeustracker.abuse.ch/
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http://www.rsa.com/blog/blog_entry.aspx?id=1515
https://zeustracker.abuse.ch/

ZEUS EULA

A Does not have the right to distribute the product in any business or
commercial purposes not connected with this sale.

A May not disassemble / study the binary code of ta builder.

A Has no right to use the control panel as a means to control other
bot nets or use it for any other purpose.

A Does not have the right to deliberately send any portion of the
product to anttvirus companies and other such institutions.

A Commits to give the seller a fee for any update to the product that
IS not connected with errors in the work, as well as for adding
additional functionality

aLY OlFasSa 2F @gaz2ftl dAaAz2ya 2F UKS
loses any technical support. Moreover, the binary code oflyour
will be immediately sent to antiirus companies.
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URLZone

A Storilec dobi progranRLZon®uilder

A z njim izdel&onfiguracijsklR I G20 S1 2% aLISOATAG
storitev

A h1dzOdadivebyé ay I LI R2Y LINB]1 NIT fABY

A" 31LISOy2 21dz0Sy NI S8dzyl f yA]l R20A
(konfiguracijskalatoteka)

A Trojanski konj prestreza HTTPS promet skozi brskalnik

AY2 TITyl GNXyal{10A22: 1lYSyzal
Ydzt AYAY NJ Oodzy2Y

A V vseh prikazih uporabniku (promet, stanje) svojo transakcijo
nadomesti z originalno uporabnikovo

A http://www.finjan.com/MCRCblog.aspx?Entryld=2345
A http://www.finjan.com/GetObject.aspx?0bjld=679
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http://www.finjan.com/MCRCblog.aspx?EntryId=2345
http://www.finjan.com/GetObject.aspx?ObjId=679

Botnetic C&C Center
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Distribucija

Napadalec
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Uporabnik

(C) HERMES SoftLab 2010



