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Phishing

ÅPonarejena prijavna stran

ÅNapadalec pridobiva podatke za prijavo
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YǊŀƧŀ ȊŀǎŜōƴŜƎŀ ƪƭƧǳőŀ tYL

ÅKjer se uporablja SSL/TLS avtentikacija
Å2Ŝ ƧŜ ƪƭƧǳő Ǿ ǇǊƻƎǊŀƳǎƪƛ ǎƘǊŀƳōƛΣ ǎƻ ǘƻ ǇƻŘŀǘƪƛΤ ŘƻǎǘƻǇ 

do njih nadzira OS
ÅOS je ranljiv
ÅYǊŀƧŀ ƧŜ ƳƻȌƴŀΣ ƪƭƧǳō ƻǾƛǊŀƳ
Åhttp://www.trapkit.de/research/sslkeyfinder/keyfinder

_v1.0_20060205.pdf

ÅDruge variante z naivnimi uporabniki, nevestnimi 
ǎŜǊǾƛǎŜǊƧƛ ǊŀőǳƴŀƭƴƛƪƻǾΣ ΦΦΦ
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Kraja/prestrezanje gesel
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MITM

ÅSedi med uporabnikom in banko

ÅwŀȊƭƛőƴƛ ǘǊƛƪƛ ƪŀƪƻ ǇǊŜƭƛǎƛőƛǘƛ {{[κ¢[{ ƻȊΦ 
uporabnika

ïhttp://www.blackhat.com/presentations/bh-dc-
09/Marlinspike/BlackHat-DC-09-Marlinspike-
Defeating-SSL.pdf

ï2009 ςǑŜ ǾŜƭƛƪƻ ǊŀƴƭƧƛǾƻǎǘƛ Ǿ ȊǾŜȊƛ Ȋ ƴŜǇǊŀǾƛƭƴƻ 
obravnavo znaka \x00 v DN polju certifikata

Åwww.banka.com<> www.banka.com\x00.banda.com
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MITM SSL/TLS renegotiation bug

ÅǊŀƴƭƧƛǾŜ ǎƻ Ȋƭŀǎǘƛ ǎǘƻǊƛǘǾŜΣ ƪƧŜǊ ƧŜ ƳƻȌƴƻ Ǿ ǇǊǾƛκŜƴƛ 
{{[κ¢[{ ȊŀƘǘŜǾƛ ƴŀǇǊŀǾƛǘƛ ƴŜƪƻ ǑƪƻŘƻ

Åmorda v povezavi z sessionfixationranljivostmi
ïőŜ ǳǎǇŜ ƴŀǇŀŘŀƭŜŎ Ǿ ǇǊǾƛ {{[κ¢[{ ȊŀƘǘŜǾƛ Ǿǎƛƭƛǘƛ ǎǾƻƧ 

sessioncookie

Åhttp://www.phonefactor.com/sslgap/ssl-tls-
authentication-patches

Åprotokol je uradno popravljen (7. januar)

ÅǎŜŘŀƧ ǎƻ ƴŀ ǾǊǎǘƛ ƻŘƧŜƳŀƭŎƛ ƛƴ ǎǘǊŜȌƴƛƪƛ
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MITB

Å{Ŝ ƪŘƻ ǎǇƻƳƴƛ ǇǊƛƳŜǊŀ ~ƪǳƭƧΚ

ÅManǎŜ ƴŀǾŜƭƛőŀ ǎŜŘŜƴƧŀ in the middle in se  
presede v brskalnik

ï{{[κ¢[{ ƴƛ ǾŜő ǇǊƻōƭŜƳ

ïƳƻȌƴŀ ƳŀƴƛǇǳƭŀŎƛƧŀ ƛƴ ǇǊŜǎǘǊŜȊŀƴƧŜ ƪƻƳǳƴƛƪŀŎƛƧŜ 
v obe smeri

ïtipkanje, screen-shoti
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ZEUS

ÅTrojanski konj: kit komplet + storitev podpore za okrog 
500 ϵ

ÅZanimivost: EndUserLicenseAgreement

ÅtǊŜǎǘǊŜȊŀƴƧŜ ǘƛǇƪƻǾƴƛŎŜ ϧ ǇǊƛƪŀȊŀ Ǿ ǊŜŀƭƴŜƳ őŀǎǳ

ÅtƻǘǾŀǊƧŀƴƧŜ ǇǊƛƪŀȊŀ Ǿ ǊŜŀƭƴŜƳ őŀǎǳ

ÅUporaba JabberIM za posredovanje podatkov

Å¦ǎǇŜǑƴƛ ƴŀǇŀŘƛ ƴŀ ŜƴƪǊŀǘƴŀ ƎŜǎƭŀ

Åhttp://www.rsa.com/blog/blog_entry.aspx?id=1515

Åhttps://zeustracker.abuse.ch/
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ZEUS EULA

Å Does not have the right to distribute the product in any business or 
commercial purposes not connected with this sale.

ÅMay not disassemble / study the binary code of the bot builder.
Å Has no right to use the control panel as a means to control other 

bot nets or use it for any other purpose.
Å Does not have the right to deliberately send any portion of the 

product to anti-virus companies and other such institutions.
Å Commits to give the seller a fee for any update to the product that 

is not connected with errors in the work, as well as for adding 
additional functionality

άLƴ ŎŀǎŜǎ ƻŦ Ǿƛƻƭŀǘƛƻƴǎ ƻŦ ǘƘŜ ŀƎǊŜŜƳŜƴǘ ŀƴŘ ōŜƛƴƎ ŘŜǘŜŎǘŜŘΣ ǘƘŜ ŎƭƛŜƴǘ 
loses any technical support. Moreover, the binary code of your bot
will be immediately sent to anti-virus companies.
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URLZone

Å Storilec dobi program URLZoneBuilder
Å z njim izdela konfiguracijskoŘŀǘƻǘŜƪƻΣ ǎǇŜŎƛŦƛőƴƻ Ȋŀ ƴŀǇŀŘŜƴƻ 

storitev
ÅhƪǳȌōŀ Ȋ άdrive-byέ ƴŀǇŀŘƻƳ ǇǊŜƪ ǊŀȊƭƛőƴƛƘ ǊŀƴƭƧƛǾƻǎǘƛ
Å¦ǎǇŜǑƴƻ ƻƪǳȌŜƴ Ǌŀőǳƴŀƭƴƛƪ Řƻōƛ άƴŀǾƻŘƛƭŀέ ƛȊ /ϧ/ ŎŜƴǘǊŀ 

(konfiguracijskadatoteka)
Å Trojanski konj prestreza HTTPS promet skozi brskalnik
ÅYƻ ȊŀȊƴŀ ǘǊŀƴǎŀƪŎƛƧƻΣ ȊŀƳŜƴƧŀ ȊƴŜǎŜƪ ƛƴ ƴŀŘƻƳŜǎǘƛ ŎƛƭƧƴƛ Ǌŀőǳƴ Ȋ 
ƳǳƭƛƴƛƳ ǊŀőǳƴƻƳ

Å V vseh prikazih uporabniku (promet, stanje) svojo transakcijo 
nadomesti z originalno uporabnikovo

Å http://www.finjan.com/MCRCblog.aspx?EntryId=2345
Å http://www.finjan.com/GetObject.aspx?ObjId=679

(C) HERMES SoftLab 2010

http://www.finjan.com/MCRCblog.aspx?EntryId=2345
http://www.finjan.com/GetObject.aspx?ObjId=679


Botneti ςC&C Center
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C&C C&C 
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